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Microsoft’s Entra ID

• Controls for employees, business partners, 

consumers, workload identities and their access

• Manage and govern identities (human and 

system) at scale

• Enable true SSO across on premise and cloud 

applications

• Enforce controls for access to applications and 

resources anywhere -- via connectors, 

standards-based APIs, and partnerships

• Security for emerging and ongoing threats

• Remove dependencies on on-premises identity 

management infrastructure

• Enhance security by managing company 

owned and personal owned devices
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API-driven inbound provisioning



Lifecycle Workflows

Azure AD 

Active Directory

on-premises

Launch pre-hire workflow

New worker joins

Launch termination workflow

Worker separates from org

HR Systems

Automate join/move/leave 

employee lifecycle events

Organizations can schedule tasks to occur 

before, at or after a join or leave date; these 

can also be run on-demand.

Built-in tasks include generating temporary 

credentials, sending emails, updating user 

attributes, and memberships, and removing 

licenses.

Customers and partners can extend lifecycle 

workflows with additional tasks via Azure 

Logic Apps.

Enterprise SaaS apps

On-premises apps



Contoso’s user journey
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Connect your workforce to any app
Single sign-on and outbound provisioning
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Access requests, workflow and approvals
Entitlement management

Let users request access (to any connected app, 

group, Teams site and more) while automating 

access assignments, approval, workflows, reviews 

and expiration for all human identity types (users, 

guests, etc.)

Self-service policy and workflow can be defined by 

app, group or site owners

Supports multi-stage approval workflow, 

separation of duties enforcement and recurring 

access recertification 

Supports custom workflows for access lifecycle 

(through Logic Apps integration)

Access time-limited, guests removed when last 

access expires

Access 

reviewed & 

revised

Job 

changes

Ongoing auditing 

& reporting

Access 

rights 

provisioned

Requests

additional

access

User 

onboarded
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Access recertification to reduce risk
Access Reviews

Natively built-in to 

Microsoft Entra

Manage risk and meet 

compliance for users, 

guests and workload 

identities

Ensure access to 

sensitive Teams, Groups, 

Apps, Roles is reviewed 

periodically



Access recertification to reduce risk
Access Reviews

Multi-stage reviews

Intelligent recommendations 

based on sign-in history

Policy-based access certification 

for automation

Native support for B2B guest 

users, privileged roles, non-

human workload identities 

Audit history for compliance 

reviews

Out-of-the-box integration 

with Microsoft Teams

Customizable notifications to 

reviewers

Downloadable reports to see 

how reviewers are performing



Machine Learning based recommendations in Access Reviews

Admins create Access Review 

to protect against breaches 

and stay compliant

Reviewers get data driven recommendations 

based on last sign in date and group affiliation

Machine Learning uses 

organizational distance to 

calculate group affiliation

Inactive user recommendation considers 

activity based on last sign in date

Sam Centrell

Jessie Irwin

18 days

125 days

Last sign in activity
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Implementing least privilege access
Privileged Identity Management (PIM)

On-demand just-in-time administrative access

Approval workflows for privileged activation

Just enough access with support for roles (built-

in and custom) and privileged access groups

Audit history of activations and built-in alerts

Built-in governance controls

Periodic access certification for privileged accounts

Privileged account discovery and analytics

Least Privileged Access 

User Administrator UserAdministrator 
privileges expire 
after a specified 

interval
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Leaver scenario

When team members leave the organization, their 

personal information must be handled in compliance 

with regulations and policies.

This puts pressure on IT to ensure that all resource 

access is removed from the former employee without 

impacting the organization.

Offboarding users

Using customizable workflow templates for common 

offboarding tasks ensures timely, reliable, graceful 

resource access removal for IT, and peace of mind for 

former team members.

With Lifecycle Workflows



Removing access

Microsoft Entra provisioning service keeps source 

and target systems in sync and deprovisions 

accounts that shouldn’t have access anymore

Delete a user from the directory or block sign-in

Reduce risk by cleaning up accounts that are no 

longer needed

Increase efficiency and save money (license costs)



Resources Microsoft Entra identity blog

aka.ms/IdentityBlog

Microsoft Entra product page

aka.ms/entra/identitygovernance

Microsoft Identity solution page

microsoft.com/Identity

Microsoft Entra technical documentation

aka.ms/Entra/IDGovDocs

Try Microsoft Entra ID Governance free

aka.ms/EntraIDGovTrial

https://aka.ms/identityblog
https://aka.ms/entra/identitygovernance
https://microsoft.com/identity
https://aka.ms/Entra/IDGovDocs
https://aka.ms/EntraIDGovTrial


We strive to make the world a safer place for all.

Daniel von Büren

danvo@microsoft.com

+41 78 844 68 37

Linkedin

Thank You 

https://www.linkedin.com/in/dvonbueren/
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