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Agenda

● Brief introduction of copebit
● Global IAM at AWS

○ LandingZone
○ Identities with IAM Identity Center
○ Integration with EntraID or Google Workspace, etc.
○ PermissionSets and Roles
○ Global Policy Enforcement with SCP
○ Temporary elevated access / PIM

● Child Account IAM
○ Automatic Role Assumption
○ Technical Users (Roles)

■ For AWS Services
■ For Kubernetes 2



Introduction Copebit



Facts & figures
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SG / ZH 

copebit AG founded 2016

100+ customers

~30 employees

6 partners / 1 premium and 1 offshore 

3 products



Focus on
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Automation / CICD / DevSecOps

AWS Cloud

Products & Services

Cloud Consulting

focuses on

● Products & Services

● Amazon Web Services (AWS)

● Automation (on-premise)

● Cloud Consulting



Global IAM with AWS

LandingZone



Landing Zone with AWS Control Tower
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AWS Control Tower orchestrates AWS IAM 
Identity Centre centralize identity and access
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● AWS IAM Identity Center provides default directory for identity

● AWS IAM Identity Center also allows federated access
management across all accounts in your organization

● Preconfigured groups (such as AWS Control Tower administrators, 
auditors and AWS Service Catalog end users)

● Preconfigured permission sets (e.g., admin, read-only, write)

● AWS IAM Identity Center integrates with third-party IDP
(Microsoft Azure AD, Ping, Okta)



Global IAM with AWS

Identity Center and Integration
with external IDP



Federated Login with AWS IAM Identity Center
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Supported IDP’s
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● AWS Identity Center (Built-in User Directory)
○ No external IdP needed, AWS manages the user directory.

● SAML 2.0-based IdPs AWS supports any IdP that is SAML 2.0 compliant:
○ Microsoft EntraID
○ Okta
○ Google Workspace (formerly G Suite)
○ OneLogin
○ Ping Identity
○ ADFS (Active Directory Federation Services)

● OIDC (OpenID Connect) OpenID Connect-based identity providers:
○ Auth0
○ Okta (as an OIDC provider)
○ Google
○ EntraID
○ Active Directory

● AWS supports integration with Microsoft Active Directory, either through:
○ AWS Managed Microsoft AD
○ On-premises Active Directory (connected via AWS Directory Service)



Global IAM with
Identity Center

Short Demo of IDC



User in Google Workspace
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User in Google Group

14



Login to IDC Landingpage
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Redirect to IDP (Google)
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Access to AWS granted
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Choose Permission or CLI Access Keys
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No long-running access keys anymore
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Access to AWS Account with right permissions
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Switch Account
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IDC quick view, users/groups synced with 
SCIM in a lambda
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Global IAM with AWS

Permission sets and Roles



IDC PermissionSet and IAM-Roles
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Global IAM with IAM

Global Policy Enforcement with SCP



Policy Enforcement with SCP
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Enables you to control which AWS service APIs are accessible
● Define the list of APIs that are allowed — allow list
● Define the list of APIs that must be blocked — deny list

SCPs are:
● Invisible to all users in the child account, including root user
● Applied to all users in the child account, including root user
● Do not apply to the management account

Permission:
● intersection between the SCP and IAM permissions
● IAM policy simulator is SCP aware
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Disable Service APIs you Won’t be Using

{
"Version": “2012-10-17”,
"Statement": [
{

"Effect": "Deny",
"Action": "<Insert unwanted service prefix here>:*",
"Resource": "*"

}
   ]
}

NotAction

Resource

Condition

(Optional) List the AWS actions exempt from the SCP. Used in place of the Action element.

List the AWS resources the SCP applies to.

(Optional) Specify conditions for when the statement is in effect.



Global IAM with IAM

Temporary elevated access / PIM



● Use Azure PIM if you already have it (just changes group assignment)
● Use AWS TEAM
● ITSense CoreOne Identity Platform

Options
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AWS TEAM Workflow
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AWS TEAM Requests
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AWS TEAM Approved
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Child Account IAM

Automatic Role Assumption



Automatic Role Assumption
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Link to local AWS IAM in AWS Account
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Child Account IAM

Technical Users / AWS Services Roles



AWS IAM Roles
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AWS IAM Roles, Trust relationships
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AWS IAM Roles, Permissions with policies 
(POLP)
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Child Account IAM

Roles for EKS



Sample Containerized Application with Access to AWS Services
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AWS IAM Roles for Kubernetes Pods / Containers With Pod Identities
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Customer Reference



AR Informatik AG - Success Story

«Together with copebit, we were able to develop, build and 
commission the ARI Government VPDC (Virtual Private Data 
Center) within a short period of time. This was done based on 

AWS’ Well-Architected Framework, best practices and additional 
security services. We were able to increase our AWS expertise 
immensely and can now ideally implement running and further 

applications on this very good basis. As a result, we are now able 
to provide our customers and partners with hybrid services that 
meet the highest requirements. With copebit, we have gained a 

qualified and valuable partner who will continue to provide us with 
advice and support after the go-live.»

AWS
Basis VPDC “Virtual Private Data Center”

Mgmt Account
Mgmt & Billing & AD Integration

LogArchive & Security Account
Governance & Security Tooling

Network Account
3rd Party FW Integration / Zone-Concept

HSM & Backup Account
Key- & Backup Management

Workload Accounts
Mehrere Workload Accounts 

Marcel Zoller, Bereichsleiter Infrastructure
AR Informatik AG (ARI)



Thank you!

Contact us: info@copebit.ch


